I

D L S

O C

I

E

T

Y

AUSTRALIA & NEW ZEALAND CHAPTER

NEWS LETTER
ISSUE 2 - JANUARY 2007

In this issue
Pg 3

Application of Metcalfe’s
Internet Value Law
to NCW Battlespace
Communications
Networks

Pg 4

Networking the
Hardened and
Networked Army

Pg 7

Network Centric Warfare
(NCW) Integration in
Australia

Pg 11

LWC- Impressions of
a young engineer at
Australia’s largest land
systems conference

Pg 13

Thales Link 16 Network
Management System
(NMS)

Pg 14

Defence Network
Centric Warfare
Program Office

Sydney to host IDLS 2008... and
much much more
Colleagues,
Welcome to the first newsletter of 2007. We trust that this newsletter finds you
all healthy and happy after a safe and relaxing Christmas break.
As most would be aware, the success of IDLS 2005 in Sydney rolled into 2006
making it a very big year for the Australian Tactical Data Link Community. The
Australian and New Zealand Chapter was established during 2006, Australia
was awarded the privilege of hosting IDLS08 and at the inaugural IDLSoc
dinner in September we elected the first board and its support team. At our
first AGM on 30 November both Gary and Jock were reelected as
co-chairs to lead us into 2007.
This year looks to be a big year for the chapter as we intend to hold a series of
IDLSoc functions to bring us together and discuss relevant issues along with
planning for IDLS08 which will be in full swing. We will be holding our first
committee meeting on 18 January and hope to have the detailed 2007
calendar out to all members soon after.
Yours in IDL’s
Gary Moran and Jock McManus
Note: Jock will be relocating to Canberra in early February - for new
contact details please refer to the contacts section.

IDL Soc Australia & New
Zealand Chapter update
»

»

»

»

»

The Annual General Meeting held in
November saw the re-election of Gary
Moran and Jock McManus as the Chapter
Co Chairs. Over half of the current
members from Australia and New Zealand
attended the AGM held in Canberra.
Please provide contact details of personnel
within the Data Link space you wish to add
to our newsletter distribution list.
We are now calling for articles for the 2nd
quarter issue of the AS/NZ Chapter
newsletter. Please forward your
expressions of interest to the Chapter
Secretariat.
Reminder to all members to log on to
www.idlsoc.com to update personal details
and to keep their membership active.
Planning for IDLS 2008 commenced
January 18 - please refer to notice in Call
for IDLS 2008 in the adjacent column.

Upcoming events
20 Mar

Austalian International Airshow
2007 - Avalon VIC

20 Mar

LanDef 2007 (Tied to Airshow) Avalon VIC

21 May

Command & Control Introperability
Board 07-1 (CCIB) - Sydney

10 Jun

2007 International Symposium on
Antennas & Propagation - Hawaii

20 Aug

Defence & Industry 2007 - Adelaide

16 Oct

IDLS 2007 - Washington

22 Oct Land Warfare Conference
15 Oct

Command & Control Interoperability
Board 07-2 (CCIB) - Hawaii
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As discussed at the recent AGM - we are
seeking interest from current members that
would like to be involved in the IDLS 2008
coordination and development planning team.
If you want to get involved please contact
Carmen O’Keefe for more information, contact
details can be found in the Contacts section of
this Newsletter.
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Application of Metcalfe’s Internet Value Law to NCW
Battlespace Communications Networks
Dr Rainer Ignetik
Director Ignetik Consulting Pty Ltd

particular size, we can estimate its value at any future size,
all other factors being equal.

Mr Paul Burns
Director Simplexity Communications Pty Ltd
The inventor of the Ethernet and recipient of the 1966
IEEE Medal of Honour Robert Metcalfe had the Metcalfe
law named after him in 1993 by George Gilder publisher
of the influential Gilder Technology Report. Gilder named
it twelve years after Metcalfe proposed the relationship
between “monetary” value of a network and number of
members1 of the network.
The foundation of Metcalfe’s law is the observation that
in a communications network with N members, each
can make (N–1) connections with other members. If we
assume that all connections are equally “valuable”, then
the total “value” of the network is proportional to N(N–1),
that is to first order of magnitude roughly N2. The big “if”
assumption made by Metcalfe was that all members are
equally valuable. For example given a network with 100
members, there are 9900 different possible connections
that one member can make to another. If for example
the network doubles in size, to 200, the number of
connections doesn’t merely double, to 19800, it
quadruples to 39800. Admittedly the notion of “value”
is somewhat vague, however the basic idea the law
attempts to convey is that the more people you can
communicate with the more valuable the network.
Metcalfe’s original point was to explain the existence of a
cost-value crossover point where a critical mass must be
reached before which “commercial” networks don’t pay.
The cross-over point occurs where the linear increase
of network cost growth cuts the quadratic value of the
network curve.
Other network value laws have been proposed. Recently
Briscoe et al have proposed the N log (N) law to challenge
Metcalfe’s. However the basic tenant that N2 connections
are at least possible (even if they are not used) is
still assumed.
It should be noted that these laws are growth laws, which
means they cannot predict the value of a network from its
size alone. However if we ascribe a valuation at one
1 The “member” in the Internet context is a source node which creates

information or is a sink node which represents a consumer of information.
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Briscoe et al admit that “our newer N log(N) valuation of a
communications network oversimplifies the complicated
question of what creates value in a network; in particular,
it doesn’t quantify the factors that subtract from the value
of a growing network, such as an increase in spam e-mail”,
safety intrusion, viruses. Briscoe admits that the law
“cannot be proved, in the sense of a deductive argument
from first principles. The N log(N) valuation for a network
provides a rough-and-ready description of the dynamics
that led to the disapointingly slow growth in the value of
dot.com companies”.
These laws can be argued to be true for any type of
information or communications network, whether it
involves telephones, computers, users of the World Wide
Web or NCW “powered” battlespace communications
networks.
The idea of exploring the applicability of Metcalfe’s and
other network value laws to “military-tactical” networks is
therefore very tempting. If these laws can be justifiably
applied to such problems, then they may help to provide
us with a set of analytical tools that can be used to assess
the future military networks we are designing today. The
analysis would be aimed at guiding current governments’
investment and technology decisions in order to
practically optimise the future cost/benefit achieved
from new Net-Centric networks and assets into the
tactical battlespace.
We therefore expect that the candidate law will need to
be flexible enough to cope with a range of network
member types, but it will also need to be able to cope
with the variability of the battlespace, because unlike
civilian networks which tend to be static (albeit growing),
tactical networks are far more dynamic. For example the
N nodes in an Army Brigade will behave differently to
those in an Airforce Squadron. Military networks have
other major differences and currently they tend to be
substantially hierarchical technical architecture and
controlled by a hierarchical command chain. This means
that not all nodes are allowed to or wish to be connected
to each other. In the Military clusters are strongly coupled
eg Brigade versus Close Air Support Squadron.
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There is a further consideration about interconnecting
battlespace networks. If Metcalfe’s law is true then if an
Australian Infantry Platoon network which is made up of
say 33 members is connected to a Four Ship Mission (4 F/
A-18 Hornets) and a single rogue soldier, then one would
argue that the larger Platoon network should interconnect
with the rogue soldier regardless of its relative size
because all members have equal value. However the
larger Platoon network is less likely to connect. The
Platoon network believes it is helping the smaller rogue
soldier sub-net. In military networks there is strong
relative value put on members. The members could be
ranked with the Four Ship mission being ranked first. The
Infantry Platoon could be ranked second and the single
rogue soldier last. One can argue that there will exist vast
“tails” of relative importance of members of battlespace
networks. While concentrating rank in the most valuable
members of the battlespace there is a lot of hidden value
in the tail. In the “Asymmetric Warfare” battlespace the
single soldier can present as the most valuable member
of the network. The question that one must pose is what
happens when we combine these insights into the law?
The future effects our military commanders are expecting
to see by building net-centric tactical networks and nodes
to connect to them have been articulated in this article.
These include increasing operational tempo, increasing
lethality and reducing fratricide amongst others. It
seems logical that all these outcomes will be positively
influenced by the planned networks; however at present
there are few models to help us understand the cost/
benefit relationship and importantly how to modify our
networking plans in the future to practically maintain an
optimum cost/benefit outcome should unforseen events
occur. The authors intend to continue researching the
questions proposed in this article and present the finding
to the readership in future articles.
References
Air Power Studies Centre May 1999, NCW A Place in our
Future GPCPTP Peter Layton
Metcalfe’s Law is Wrong, IEEE Spectrum November 2006,
Bob Briscoe, Andrew Odlyko and Benjamin Tilly
http://www.cs.ucl.ac.uk/staff/B.Briscoe and http://www.
dtc.umn.edu/~odlyzko
Department of Defence, Force 2020, Public Affairs and
Corporate Communications, Canberra, June 2002
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Department of Defence, Australian Defence Doctrine
Publication-D.3 Future Warfighting Concept, Policy
Guidance and Analysis Division, Canberra, December 2002
Department of Defence, Australian Defence Doctrine
Publication-D.1 Enabling Future Warfighting: Network
Centric Warfare, Australian Defence Force Military Strategy
Branch, Canberra, March 2004.

Networking the
Hardened and
Networked Army
Authored - Network Centric Warfare - Army
Australian Army Headquarters
The Hardened and Networked Army (HNA) is Army’s
response to the requirements of the Defence 2000
White Paper. The Government made it clear that they
required Australian Land Forces to have sufficient
firepower, protection and mobility to provide a clear
advantage in any likely operations in the Defence of
Australian interests.
The delivery of the Networking component of HNA is
the responsibility of the Director of Network Centric
Warfare – Army. The aim for Networking the Army, as
laid out in the Networking Army Campaign Plan
(NACP) is to:
“Ensure that all elements of deployed force can rapidly
exchange information with joint, coalition and other
agency elements. Networking will enhance combat
power, lethality, survivability and sustainability by
providing greater situational awareness, faster and more
informed planning and decision making and improved
detection and acquisition. All soldiers and platforms on
the battlefield will be capable of rapidly transferring
information between command and control, sensor,
and effects nodes.”
The ultimate objective for Army is to field two
enhanced Networked Brigades, inclusive of support
elements by 2015. Each Brigade will be capable
of enhanced warfighting in a joint and coalition
environment. By 2015 Army will be postured to
assist in the transformation and networking of the
remainder of Army.
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Why Network?
Based on a DSTO Gap Analysis conducted for Army
in 2004, key gaps between the current and desired
networked capabilities within land have been
identified as:
» Integrated Blue Force Situational
Awareness across the combat force
» Connectivity from Sensor to Shooter
» Facilitation of Combat Identification
Data across the Joint Battlespace
» Achievement of a Federated
Network
» Information management within and
between deployable combat entities
» Integration of capabilities that will
contribute towards a networked
combat force
In order to achieve the above
networking capabilities,
implementation efforts must be
synchronised in the following
developmental areas:
»
»
»
»
»
»

mitigated via a developmental process, as opposed to
trouble shooting at the point of integration.
Key risks to successful networking have been
identified as:
» Preparedness Management Schedule slippage, cost and lessons
captured to inform later phases of
the project
» Stove-piped Projects – Sharing
information and integration
between isolated capability projects
» Configuration Management – Poor
vehicle fleet configuration
management
» Doctrine Development – Failure to
deliver and evolve procedural and
application level doctrine
» Technical Risk Management – The
inability to identify and rapidly
resolve both technical and system
level risks
» Culture Change
» Human Dimension
Networking the Army is an inherently
risky activity. A Learn by Doing
approach requires significant feedback
from all elements of the Army into the
design and implementation process
to achieve accelerated innovation and
change.

Culture
Human Dimension
Doctrine
The Physical Network
Simulation and Modelling
Training and Education

The introduction of enhanced
networks utilising extant structures and
processes alone, will not provide Army
with enhanced combat power. Army
will be required to focus on developing
network enabled capabilities,
implementing a structured plan for
realising force enhancement and
identifying high pay-off networking
development areas.

The Networking Army Campaign
Plan

Learn by doing
The Learn by Doing approach has been adopted in
the development of an enhanced Networked Army.
This approach enables exposure of potential risks to
the implementation of successful networking to be
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Army’s approach to achieving network
capability objectives is to manage
networking by the milestones
specified in the Australia Defence
Force (ADF) Network Centric Warfare
(NCW) Roadmap. The Networking
Army Campaign Plan (NACP) is Army’s
implementation methodology to deliver a network
enhanced force capable of conducting operations in
a more complex and lethal environment. Delivery of
the network component of HNA will be the largest,
most multifaceted and pervasive implementations of
capability that Army has ever undertaken. A key goal
of the plan is to minimise the impact of
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implementation to an operationally busy Field Army.
The Plan is intended to be an iterative document
that will be amended to accommodate changes
and acknowledge findings from the Learn by Doing
approach to networking and is shaped by the current
Defence Capability Plan (DCP). The DCP is estimated
to deliver $3.6 Billion of network capability to Army
from and now until 2015. Successful implementation
will require significant cultural and doctrinal change,
underpinned by extensive education, training and
scientific effort.
The Plan consists of three blocks of development:
Block 1 - a Networked Battlegroup (NBG) by 2009,
Block 2 – is focused on the networking of 1 and 3
Brigades by 2014, and Block 3 – the networking of
the remainder of the Land component with an
emphasis on a Joint Task Force by 2015.
Block 1
The goal for Block 1 is the delivery an NBG, based
on a 1 Brigade combined arms Battlegroup, the
Capability Development Executive (CDE), Land
Milestone 1. Block 1 will occur during the 2006/9
timeframe. This block will see the introduction of a
limited network capability across 1 and 3 Brigades,
with a focus on the NBG. Major networking
activities during this period will include the
introduction of a Mounted and Dismounted Battle
Management System to be delivered in partnership
by Land 75 and Land 125, the introduction of the
Abrahams Tank M1A1 by Land 907, and enabled by
new communication networks delivered by Joint
Project 2072. The execution of this block is the most
immediate priority for DNCW-A and is articulated in
detail in the NACP.
The execution of Blocks 2 and 3 will be influenced
by the lessons learnt from the implementation of
the NBG. The NACP will be modified periodically to
articulate in detail Army’s plan to deliver Block 2 and
3 Networked Capability.
Supporting Projects

» Joint Project 2072 – Battlespace Communications
System (Land)
» Land 75 – Battlefield Command Support System
and Battle Management System
» Land 125 – Soldier Combat System
» Land 907 – Battle Tank Replacement
» Land 17 – Artillery System Replacement
» Joint Project 2077 – Improved Logistics
Information Systems
Army Minor Projects will be used to support the
projects listed above in order to achieve Army’s
Network Milestones.
Future combat will remain violent and chaotic, and
will occur in an increasingly complex and dangerous
environment. Land Forces will need to be versatile,
agile, and effects-focused if they are to survive and
operate successfully in conflict. These Land Forces
will need to leverage networking technologies, and
fight as combined arms teams in order to win in
close combat. The intent of the NACP is to enable
Army to execute more complex operations with less
risk to our Soldiers.
Contacts
For more information please contact:
Colonel Paul Straughair
Director Network Centric Warfare
Army Headquarters
R1-4-A029
Russell Offices
CANBERRA ACT 2600
T +61 ( 0 ) 2 6265 6516
F +61 ( 0 ) 2 6265 5037
Major Philippe C Baker
SO2 C4 Integration & Concepts
Network Centric Warfare
Army Headquarters
R1-4-A020
Russell Offices
CANBERRA ACT 2600
T +61 (0) 2 626 52057
F +61 (0) 2 626 55037

The DCP will be used to achieve the Land Milestones
outlined in the NCW Roadmap. The key DCP
supporting projects are:
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Network Centric Warfare (NCW) Integration in
Australia - An Engineering Approach
Clinton Jacobs - Team Leader Integration and Future
Technologies, NCW Program Office, Department of
Defence
Note: the following information is currently under
development and therefore has not yet been
endorsed as the approved Australian Defence
position on NCW Integration
Background
The concept of NCW is now around 10 years old
(Cebrowski 1998). The desire for greater interoperability
between military elements goes back decades and a lot
has been written about this important enabling concept.
In Australia, there has been senior Australian Defence
Force (ADF) management support for the NCW concept
and the potential war-fighting benefits that it can bring.
An increased focus on NCW in recent years has resulted
in the development of high-level doctrine and strategy
incorporating NCW (such as the Future War-fighting
Concept and NCW Roadmap). The challenge now is to
bridge the gap between this doctrine and the projectspecific guidance that the major and minor projects
require to make NCW a reality. With the formation of the
NCW Program Office (NCWPO) as an integral part of the
Capability Development Executive (CDE), Australia is
planning and working in earnest to promote and achieve
an NCW-capable force, which will have significantly
improved war-fighting effectiveness.

Defence organisations, including the ADF, generally
improve their forces incrementally, through a number
of large, discrete projects that are often based on a
particular war-fighting platform. This is the case
regardless of whether capabilities are being replaced or
upgraded. Due to the size of these projects, they are
managed on an individual basis by dedicated project
teams, so there is significant potential for a range of crossproject integration issues to arise.
If the war-fighting benefits of a networked force are to be
achieved a much higher level of cross-platform and crosssystem interoperability will be required than has been the
case previously. It is fair to say that the organisational

D

There have been a number of approaches that have been
suggested and attempted for achieving NCW Integration.
In general terms, three of these are:
Attributes-based
Attributes-based approaches specify a list of generic
qualities that are desirable for war-fighting platforms in
a net-centric environment. Attributes such as “flexible”,
“adaptable”, “networked”, “accessible” etc are documented
as worthy attributes that are generally required by every
platform. One example of an attribute-based approach
is the NCW Prioritisation and Integration Methodology
(Unewisse et al 2006). Unfortunately, the definition
of metrics associated with these attributes is much
more problematic. For example, how do you define
flexibility? Without metrics, projects are unable convert
these attributes into the tangible benefits that are
required. In short; there is no guarantee, and in fact no
real likelihood, that the projects will contribute well to a
NCW force.
Standards-based

Approaches to Achieving NCW

I

structures and practices of most defence forces have not
changed to anything like the same extent as the 21st
century war-fighting technologies on which they depend.
This means that defence systems and tactics in the ADF
and other defence forces could be at risk of falling behind
those of more organisationally agile adversaries.

L

S

Standards-based approaches rely on the articulation of
specific standards that all projects must follow. This
approach is predicated on the existence of a mature
enterprise-wide design (or architecture) at the technical
level.1 While it is recognised that specifying technical
interoperability standards is an important and often
necessary part of NCW integration, doing so in isolation
will only provide a superset of possible implementations.
The approach relies on every project interpreting the
standards in exactly the same way. As a result attaining
NCW interoperability will rely on luck and, in most
cases, significant work-around and expense. Selection
of appropriate standards should be seen as something
that will flow naturally out of a top-down approach, and
not sufficient as an approach by itself.
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Engineering-based
Engineering-based approaches treat the achievement
of NCW within a defence force as basically a very large
project (i.e. a macro-project). As the size and complexity
of a defence force is generally enormous, it makes sense
to approach the problem as one involving a systemof-systems, which can then be dealt with via the
emerging field of system-of-systems-engineering.
Treating the problem as one of engineering design allows
for a significant number of problems to be “designed-out”
at an early stage and for the desired war-fighting benefits
of NCW to be “designed-in”. It is this approach which is
now being undertaken by the NCWPO, and is described
in the rest of this article.
An Engineering-Based Approach to NCW Integration
An engineering-based approach to NCW integration has
been chosen by the Australian Department of Defence
as it has been judged to provide the quickest, most direct
and cost-effective strategy for achieving the desired
NCW improvements in war-fighting effectiveness without
introducing significant (and perhaps unprecedented)
levels of risk that other approaches might.
Part of the approach currently underway is what can be
described as progressive integration. This simply means
the integration (making interoperable) of smaller,
more closely related systems in “clusters” and then
integrating these “clusters” with one-another where
appropriate. Also, by “tying-down” system and project
details within an integrated paradigm as early as possible
in the capability development process, project delays
can be minimised. An integrated paradigm is essentially
a high-level design that has the property of being highly
integrated.
This approach involves top-down, bottom-up and
middle-out engineering. There is a tendency to
distinguish between these three approaches, but they are
in fact three complementary perspectives of a complete
methodology with concurrent processes present and at
work at different levels of depth and different levels of
detail (Gandon 2004).
Without doing the hard-work of NCW design at the
enterprise-level, the difficult task of determining
interoperability requirements falls to the individual
projects, which without this enterprise-wide knowledge
are not in a good position to do so effectively. The
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ultimate result is that platforms are delivered to the
war-fighters which might be very capable platforms in
and of themselves, but they are very limited in their
ability to effectively participate in joint or combined
operations. The sub-optimal or even sub-standard
war-fighting effectiveness of the new platform is in effect
passed-on from the projects to the war-fighters, which
is obviously a highly undesirable situation. What typically
then happens is that expensive re-work is required;
however without an effective enterprise architecture
guiding the re-work, a bad situation is simply made
incrementally better.
The NCWPO has developed the Defence NCW
Compliance Framework (DNCF), which when used in
conjunction with the NCW Integration Plan, which is
currently under development, and the NCW-capable 2015
High-Level Design, which is an integral part of it, will allow
all projects to be assessed and guided towards making a
more effective and appropriate contribution to the
NCW-capable future force.
The Process for an Engineering-Based Approach to
NCW Integration
A logical step-by-step sequence has been developed
to achieve NCW Integration via enterprise-aware
project-specific guidance, as follows:
1) From the endorsed guidance documents, draw-out
specific NCW guidelines from high-level doctrine and
define a number of NCW Mission Threads (NMTs) which
are generic war-fighting scenarios. Conceptualise the
types of node (e.g. Command and Control node) and
determine the generic node-to-node connectivity
requirements.
2) Carry out activity analysis to determine the node-tonode information flow requirements.
3) Define the aspirational connectivity view, i.e. what
nodes require what sort of connectivity with what other
nodes to allow a specific operational scenario to take
place.
4) Gather information on current systems and future
projects and allocate these to the types of node within
each of the NMTs. Do this for the current and future force
of 2015.
5) Develop the NCW High-Level Design (described in

O

C

I

E

T

Y

AUSTRALIA & NEW ZEALAND CHAPTER

8

more detail below) for the target year of 2015, i.e. the
“TO-BE” views, dealing predominantly with information
and communications technology (ICT) systems and the
war-fighting-relevant information applications and data
that will make use of them.
6) Remove from the “TO-BE” view all of the not-yetdelivered systems to produce the “AS-IS” view, within the
same structural representation as the future integrated
NCW force. The difference between the two views is
therefore a representation of the work to be done. This
will involve both new systems and new information
applications.
7) Examine all system linkages to identify capability gaps,
overlaps and incompatibilities.
8) Produce a comprehensive list of project-specific
guidance as well as a list of recommendations for where
new projects will be required to fill gaps, or where policy
or doctrine should be changed to better support the
achievement of a NCW-capable force.
9) Disseminate the NCW Integration Plan throughout
Defence, particularly to project desk-officers, and project
managers/directors so that they can be made aware of
the project-specific guidance relating to their projects at
the earliest possible opportunity.
10) Use the information from the NCW Integration
Plan to further develop and mature the Defence NCW
Compliance Framework, which deals in detail with
individual projects at specific times within the capability
development process.
11) Continue the development of the NCW Integration
Plan as a spiral development process, including regular
reviews against the high-level requirements derived from
the NMTs.
The High-Level Design
The High-Level Design is one of the critical enablers for
the NCW Integration Plan and is required to guide and
constrain the Plan. This design will require a number
of decisions to be made, often involving complicated
trade-offs between cost, platform-capability,
interoperability and other factors. For all of these
decisions, the rationale behind the decision will be
clearly articulated, using quantitative information where
available. This will help to “sell” the recommendations of
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the NCW Integration Plan, but also allow any errors on the
part of the authors of the Plan, who often must operate
with limited information, to be rapidly identified and
corrected by subject matter experts. Without the
High-Level Design, developing effective project-specific
guidance would be much more difficult or impossible,
because the preferred enterprise-wide interoperability
and other standards would not be known and there
would be no framework within which to make
cross-project and cross-platform decisions.
The High-Level Design conceptually breaks Defence up
into the following areas:
» Strategic command and intelligence organisations as
well as allied commands and other government
agencies and non-government agencies
» The beyond line-of-site gap between the strategic
and deployed assets
» Five deployed war-fighting environments:
» The Land Environment
» The Maritime Environment
» The Aerospace Environment
» The Allied Environment
» The non-single-service Intelligence, Surveillance
and Reconnaissance environment
The various platforms or other elements within a
deployed environment are connected via either line-ofsight communications or beyond line-of-sight
communications as follows:
Line-of-sight communications:
» Packet-switched, Internet Protocol (IP) networks
» Tactical Data Links (which can in principle have
messages carried over IP networks)
» Voice-only systems (which can in principle be carried
over IP networks)
Beyond line-of-sight communications:
» SATCOM (military or civilian)
» High Frequency (HF) Radio
» Terrestrial Land-line or Microwave (where available)
Note that all these types of communication can in
principle be carried over an IP, packet-switched
infrastructure.
A large amount of work has been done on the High-Level
Design and the first version of it is to be completed in
early 2007.
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The level of detail required for the High-Level Design is
that which is sufficient to guide the projects such that
the systems they specify and deliver will, as far as is
practicable, have the required level of interoperability
with other relevant force elements. The objective is not to
overly constrain the projects, but rather to give them the
benefit of a whole-of-force understanding of the ADF that
they are likely to lack otherwise.
Security Considerations
Working from a single enterprise-level design allows for
a suitable security architecture to be built-in “from the
ground-up” rather than attempting to implement it in a
fragmented and ad-hoc way later on, or simply leaving
the problem for the projects to deal with individually. It is
the NCWPO’s intention while developing the High-Level
Design and the NCW Integration Plan, to work within
existing security policies and for the High-Level Design
to not rely upon these security policies changing, or
new security-related technologies being developed and
accepted into service. This will greatly reduce risk and
uncertainty. In addition, issues relating to emanation
control (EMCON) and radio frequency spectrum
coordination will be addressed from a whole-of-force
design perspective.
The Integrated ADF Communication Networks
Six ADF Communication Networks have been identified
as described below:
1) Integrated Tactical Data Link Network - (i.e. a whole of
Force “Macro-TDL” where individual TDL domains can be
linked via suitable gateways).
2) Integrated packet-switched network for Combat
Support Systems - (This should include the Defence
Secret Network).

6) Integrated packet-switched network for Information
Sharing and Quality of Life Services - (This should include
access to the Internet and the Public Switched Telephone
Network).
Note that:
» All six of these networks have significant elements
within them existing in the ADF today. The challenge
is to further expand and integrate them individually,
and also, where appropriate, to integrate all six within
the overall future Defence Information
Environment (DIE).
» All but two of the above networks (1 and 4) are
inherently packet-switched, and information from
these two networks could certainly be moved around
the battlespace in a packet-switched manner, and it is
probably most efficient to do so in many cases.
» Position location capability (generally GPS) is required
and assumed for all war-fighting assets as this is vital to
collective situational awareness.
The NCW Milestones
The NCW Milestones that were announced in the 2005
NCW Roadmap are now being re-developed by the
NCWPO for the 2007 NCW Roadmap, to make them:
» Cover the whole of the ADF
» Make the logic behind them clear
» Be more clearly tied to the concept of the four
NCW grids
» Make them easier to track and update in the future
» Make them more measurable and achievable
The development of the 2007 NCW Roadmap is nearing
completion and will be publicly released in early 2007.
Future Activities

3) Integrated packet-switched network for Intelligence
Collection and Dissemination – (This should include some
elements of Defence’s current Intelligence networks).

The next six months will be a critical time for the further
development of Australian NCW implementation
planning. Significant future activities include:

4) Integrated Combat Identification / Identification Friend
or Foe Capability.

» Completion of the NCW Capable 2015 HighLevel Design
» The release of the 2007 NCW Roadmap
» The development and release of the first version of the
NCW Integration Plan
» The further development of the NCW Compliance
Framework

5) Integrated packet-switched network for Administrative
Services including Logistics - (This should include the
Defence Restricted Network).
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» The development and completion of a more detailed
NCW Capable 2015 Battlespace Architecture
Any questions, comments or suggestions can be
directed to:
Clinton Jacobs
Team Leader, Integration and Future Technologies
Network Centric Warfare Program Office
Capability Development Executive
(02) 6265 1222
Clinton.Jacobs@defence.gov.au
1 Generally architectures are based on four ‘views’;

Business
– Information – Systems – Technology. There are many variations
within this framework – e.g. the ADF utilises the Defence Architectural
Framework which has an Operational (including Business and
Information) – Systems – Technology paradigm.

also very large, with around 2000m of floor space
and 169 exhibitor’s booths. There was obviously no
shortage of interest in the conference. Continuing
on the large theme, I like many others, was left
wondering how one exhibitor had managed to
manoeuvre a self-propelled 155mm howitzer
support vehicle through the exhibition space doors.
While there, I had the opportunity to view the
demonstration put on by Army HQ. This was
performed in a large stand next to the entrance,
and generated a lot of interest throughout the
conference. The demonstration itself was very slick
and professionally produced, with interesting visuals
and very competent sounding presenters - in all a
testament to the amount of work put in by Army HQ
and VMF Lab staff.

LWC- Impressions of
a young engineer at
Australia’s largest land
systems conference
James Baker
TIE Integration Office
The DSTO organised Land Warfare Conference has
grown in past years to become a major annual event,
covering all aspects of Land Warfare. This year’s
event was held at the Brisbane Conference Centre,
and was well supported by Defence and Defence
Industry. A full line-up of speakers was arranged, as
well as displays from many major defence companies
and ADF organisations. This year I was able to attend
LWC on behalf of TIE Integration Office.
As most conferences do, LWC had two major
attractions – the Exhibition hall and the presentation
schedule. In order to make the most of the
opportunity, I attempted to see as much as I could
of both.

Much of the technology on show was not
revolutionary, and there were some “seen it before”
comments (especially the Land 125 equipment).
To me, this showed how widespread and accepted
network–enabled technology has become. There
was certainly no shortage of related technology on
show at the industry stands. Nonetheless, it was also
good to see operational equipment that has been
foreshadowed for some time actually in the hands
of soldiers being used as part a realistic scenario.
The robots included in the demonstration (chucky
balls and packbots) generated a particularly large
amount of interest, especially when driven around
the exhibition hall by demonstration participants
between shows.

Walking in to the Exhibition hall, my first impression
was one of size. Namely, the 17m Aerostat that had
been set up in the foyer. However the hall itself was

Elsewhere in the hall, the equipment being exhibited
by industry reflected the focus of the conference:
urbanisation, complexity and lethality, either by
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design or reflecting prominent ideas in defence
industries today. Unmanned Systems were one
of the reoccurring themes, with many companies
displaying their take on small, tactical UAVs, UGVs
and unmanned sensors. Within the presentation hall,
several informative presentations were made on the
topic.

Many tactical communications systems were on
offer as well, with IP based digital communications
equipment becoming more widespread and a few
3G technologies appearing. A large number of
integrated SATCOM terminal equipment was on
show as well. Given the mass of data generating and
forwarding equipment, it was surprising that only one
presentation on bandwidth management appeared
in the schedule.
Other areas well catered for included large land
systems and munitions, as well as a few small,
innovative stands. Given the current prevalence
of IEDs, stands displaying explosive protection
technologies were particularly apt.

neatly summing up the issues of urbanisation,
complexity and lethality, the conference progressed
through a wide range of aspects of Land Warfare.
While there were too many presentations given to
describe here, I would like to touch on a few I found
especially informative:
The first that comes to mind was the presentation
entitled “Complex war fighting: the IED dimension”,
scheduled to be given by BRIG Phil Winter but instead
given by a substitute. While most of the research into
countermeasures could not be presented for security
reasons, the presentation gave an excellent overview
of the magnitude of the IED threat. An interesting
comparison was made between Northern Ireland
and the current conflict in Iraq: In the former, it took
several decades to reach the level of sophistication
in improvised devices that the insurgency in Iraq has
reached in a matter of months. This highlighted the
fact that, in an age of free information availability,
increased lethality is a more than a goal of army
modernisation: it is a fact of the modern battlefield.
Secondly, the paper on the complexities of
Bandwidth usage1 was noteworthy, given the number
of new, bandwidth hungry technologies both being
considered by and introduced into the ADF, and
indeed being displayed in the Exhibition hall. Even
though the presentation itself was quite high level
and theoretical, amongst all the new wireless sensor
networks, video equipped UAVs and soldier mounted
situational awareness systems, it was sobering to be
reminded that bandwidth is a limited resource. To
quote the main thrust of the presentation, bandwidth
should be considered as a scarce resource and as
such an expense.

However in theory the focus of the conference was
the presentation schedule, so with that in mind I
attempted to attend as many as I could. The schedule
was composed of an impressive list of speakers,
including senior Defence personnel, Defence Industry
staff and Defence scientists, from both Australia
and overseas. The size of the overseas contingent
was surprising, but served to demonstrate how
LWC is gaining an international profile. Most of the
presentations were closely referenced to the title of
the conference ‘Urbanisation, Complexity, Lethality.”

The NCW based presentations of Mikail Lindberg and
Adi Suisshols were both informative, as they displayed
the challenges of implementing NCW technology
and doctrine from a standpoint outside Coalition
forces. Adi Suisshols’ presentation was especially
interesting as it incorporated experiences from the
recent conflict in Lebanon. Leaving aside details of
the conflict, the problems experienced in distributing
real time situational awareness when dealing with a
highly mobile enemy in an urban environment are
likely to become a common feature of future conflict
in general.

From an opening address by LTGEN Peter Leahy,

1 M Adcock, T Manton, J Davidson and D Thoreson
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Thales Link 16 Network Management System (NMS)
Graham Priestnall
Thales Australia
Thales has a successful history in the development and
production of Link 11 and Link 16 dynamic network
management systems, which have been selected by a
number of European countries. Following the recent
selection of the Thales Link 16 NMS by Denmark, Norway,
the Netherlands and NATO, the TIE IO, through JP2089,
requested the loan supply of two Link 16 NMS licenses
for evaluation purposes. These licenses have now been
supplied along with upgraded Electronics Advanced
Tactical Systems Air Defence Systems Integrator (ADSI)®,
acting as Tactical Data Link engine and controlling the
MIDS LVT-1A. This equipment installation provides a fully
operational evaluation system that allows the TIE IO and
RAAF to conduct a thorough evaluation of the dynamic
Link 16 NMS, provide support in the development of
a CONOPS and assist in determining infrastructure
requirements for future phases of the JP2089.

support from RAAF personnel recently completed an
integration activity at RAAF Williamtown, to ensure system
connectivity and interoperability was achieved and that
key RAAF personnel were trained in using the systems.
This integration activity was completed following the
success of the Thales Network Management System used
and operated by the Danish Royal Air Force, in managing
and monitoring the live Link 16 network during IDLS 2006
in Copenhagen.

As part of the same loan agreement EDS Defence Ltd
have supplied two Tactical Network Design Stations
(TNDS) for the TIEIO to evaluate the tool’s Network
Planning and Design capabilities. The TNDS is currently
used in the UK, Denmark, Belgium and SHAPE to support
Link 16 operations and will be used throughout Europe
within the NATO Air Command and Control System (ACCS).
Members of Thales, Ultra and EDS Defence with major

Network Management during IDLS 2006 –
Link 16 Exercises over Northern Europe
The Thales Network Management System Product
provides the following key capabilities:
» Scalable Solutions (single-user single-terminal to Wide
Area distributed multi-user multi-terminal).
» Terminal Initialisation Data Preparation.
» Network Initialisation and Participation.
» OPNET Monitoring (TSDF, ETSDF, Proximity TSDF and
GeoArea TSDF).
» Dynamic OPNET Management (Multi-net, Multi-hop).
» Crypto Management (OTAR, OTMR) and Remote Crypto
Distribution.
» Frequency Clearance Agreement Policing.
» Multi-Network and Sub-Network Operations.
» Static, Mobile, transit cased and shelterised solutions.
» Industry standard external interfaces for ease of
integration with existing Link 16 assets e.g. DLIP and
ADSI®.
» Route-map including Link 22 and VMF provision.

Dynamic Timeslot Display and Re-Allocation

All interfaces with the Link 16 Terminals are achieved
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through the ADSI® system. Over 650 certified, and
war-proven ADSI® systems have been delivered
worldwide. Some of the countries currently utilising
ADSI® include:

For further information please contact:

»
»
»
»
»
»
»

85 Chalgrove Ave
Rockingham, WA 6168, Australia

U.S.
UK
Australia
Canada
Belgium
Italy
Romania

Graham Priestnall
Thales Australia

Ph
Fx
Mb
Email

+61 8 9553 1810
+61 8 9553 1839
+61 (0)408 655 249
graham.priestnall@thalesgroup.com.au

DEFENCE NETWORK
CENTRIC WARFARE
PROGRAM OFFICE
(NCWPO) - SUPPORTING THE

Forward Deployable
ADSI System

DEVELOPMENT OF AN NCW
CAPABLE FORCE
Mr G. E. King
NCW Project Office

“Australia’s recent operational experience shows that
modern technology and tough well-trained people
can create a war-fighting advantage. It is this
combination that makes the concept of Network
Centric Warfare (NCW) so important to our future”.
Air Chef Marshal Angus Houston, AO, AFC
Chief of Defence Force
ADSI TacView/SA (Situational Awareness)
The Thales Link 16 NMS product is continually enhanced
through an iterative software upgrade program, which
typically results in software upgrades at approximately
six month intervals. The software upgrade program is
heavily influenced by direct customer requirements and
the Link 16 philosophies developed at IDL Society forums,
the Australia / New Zealand IDL Chapter and European
IDL Chapters.
Building on their knowledge and experience gained from
working within Military TADIL organisations, Thales also
offers Service Provision personnel to support in-country
development of TADIL operations.
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Defence needs to be balanced, networked and
deployable… manned by dedicated and professional
people, which excels at joint, coalition and inter-agency
operations.
Air Chef Marshal Angus Houston, AO, AFC
Chief of Defence Force
Introduction
In early 2004, the Chief of Defence Force (CDF)
General Peter Cosgrove announced the Australian
Defence Force (ADF) approach and commitment
to Network Centric Warfare. General Cosgrove
proclaimed that during the Iraq War, elements of the
ADF had progressed into the first generation of NCW.
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The ADF had experienced the benefits of networking
and information sharing as part of the Coalition force.

Amphibious Units while Wedgetail (AEW&C) will
contribute as an aerial C2 and ISR node.

Australian NCW was therefore concerned about three
key areas – innovation; people; and partnerships:

By 2015, intelligence and imagery support will be
improved through Information and Infrastructure
services and a Joint Intelligence Support System. Two
networked Brigades will be available for deployment.
The Air Warfare Destroyer will complement land based
C2 and command support systems to further define a
balanced, networked maritime and littoral air defence
and surveillance capability. Defence Wide Area
Communications Networks, a combined information
environment, an ADF Command Support
environment, and long range communications
networks will enable and underpin homeland and
deployed communications to support joint operations
and the military activities of each environment.

» Innovation in concept development, future
planning and developing a force as a networked
system rather than a group of platforms.
» People as the critical ingredient of NCW and flagged
that NCW is built in two dimensions – the Human
dimension and the Network.
» Partnerships with Industry, coalition forces and
overseas partners was highlighted as vital as we
transition to the next levels of NCW.
In 2005, the new CDF, Air Chief Marshal Angus Houston
provided his vision for NCW in the Australian context:
The CDF set the ADF the objective of becoming a
Networked Force with the ability to generate tempo,
precision and joint combat power through
improvements in situational awareness, clear
procedures and the information connectivity needed
to synchronise actions to meet the commander’s
intent.
The Future
The ADF’s current operational capacity and future
capability to operate as a networked and joint force
is supported by the development of doctrine,
operational concepts and an evolving robust
communications network. Importance continues to
be placed on enhancing command and control (C2),
intelligence, surveillance and reconnaissance (ISR)
and network capabilities. These capabilities extend
the ADF’s reach and situational awareness, provide
increased ability to leverage national systems in
support of local operations, and allow forces to deploy
more effectively and efficiently.
The achievement of a deployable, balanced and
networked force will be incremental as network
enhanced force elements enter service. A networked
Land Combat Force (LCF) equipped with digital
communications and battle management systems
will be deployable in 2009. In 2010, Amphibious
Deployment and Sustainment Ships will provide
transportation and C2 support to the LCF. A networked
fleet integrated by an expanded Maritime Tactical
Wide Area Network will provide support to the
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Plans to Get There
Senior Defence planners realised that building the
networked force would provide a clear way ahead for
ADF capability development. A networked force can
become a source of immense power, provided that
the opportunity offered can be properly harnessed.
Within this broad framework a number of initiatives
were implemented to meet the NCW challenges.
Governance and Planning
The principal initiative was the establishment of a new
group within the Defence Department, the Capability
Development Executive (CDE) under the leadership
of Lieutenant General David Hurley as the focal point
for NCW Capability Development; the integration of
projects into the force-in-being and the future force;
and the implementation of the ADF’s NCW Roadmap.
LTGEN Hurley directed the formation of the NCW
Implementation Team with a clear goal to establish
the ADF NCW Roadmap. NCW is one of the key
enabling concepts that underpin the ADF ‘Future
Joint Operations Concept’ (FJOC). In itself, the NCW
concept does not dictate how the ADF intends to
fight. However, the ADF’s NCW capability will provide
the means for transition from a network aware force to
a seamless, network-enabled, information-age force.
The NCW Roadmap articulates the plan for managing
this transition.
One of the key elements of the NCW Roadmap is the
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requirement to fully integrate the capabilities of the
ADF. It was recognised that the Defence Capability
Plan (DCP), which details the long-range equipment
procurement program, was not integrated in a NCW
sense. What was needed was a cohesive architecture
to ‘bind’ the force together to ensure the existing and
future force would be an integrated force.
NCW Development
Each project in the Defence Capability Plan (DCP) must
be integrated with all other ADF force elements in a
manner that is compatible and consistent with this
objective. Previous efforts to describe how DCP

platforms will interact with one another was usually
based around project clusters of related capabilities. Of
the work undertaken by individual projects to describe
integration, the majority were inconsistent in approach
and terminology or completed in isolation of other key
projects. There was also considerable overlap and
duplication of effort among related projects with the
attendant fiscal and human resource costs.
To fulfil its NCW integration, architectural and
compliance roles, the Integrated Capability
Development (ICD) Branch in the CDE established
the NCW Program Office (NCWPO). The underlying

Figure 1: System of Systems Framework for Capability Development
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proposition of the NCW Program Office is that there is
a balancing relationship between strategic guidance
and operational concepts, with the Communications
Network and the current and future force. For an
operational concept to be viable, it must have both the
right capabilities in the force and the enabling network
to provide the bandwidth and other enabling
capabilities. Underpinning this proposition are the
NCW architectures, compliance and technical
standards that ensure joint and combined
interoperability and integration.
The NCWPO is primarily responsible for developing
a coherent and time-synchronised ADF NCW
architecture, assessing major and minor projects for
NCW compliance and developing and distributing
the ADF’s NCW Integration plan to further guide
individual projects. The NCWPO is also responsible
for sponsoring core network infrastructure and
application projects and coordinating the Defence
engagement with the Rapid Prototyping,
Development and Evaluation (RPDE) program. Some
of the secondary responsibilities of the NCWPO
include coordinating with the Defence Materiel
Organisation and the Defence Science and
Technology Organisation on integration initiatives
and establishing the NCW Program Office as a “onestop-shop” for advice to capability development desk
officers and projects on architectures, standards and
integration.
Integration
The Capability Integration goal is to ensure that ADF
capabilities have a high level of connectiveness to
ensure they can be effective in Joint and Combined
operations. Figure 1 shows the System of System
Framework for Capability Development, the
fundamental attribute of this Framework is that
System of Systems level design, analysis and
compliance is required to ensure System of Systems
level capabilities (such as NCW) can be achieved by
individual projects. The scope of integration required
to achieve this goal is based around a robust
communications network and supported by consistent
Joint doctrine & comprehensive training. NCW
integration will cut across operational, intelligence
and single service stove-pipes and be incremental
and synchronised over time. It will be defined by
comprehensive and consistent architectures and
technical standards and be based around high levels of
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interoperability, particularly with our Close Partners.
Compliance
The challenge for the transformation of the ADF into
an NCW-capable force requires the development of
NCW-compliant capability proposals, by CDE capability
development staff as early in the capability life cycle as
possible (i.e. during the Requirements Phase). These
proposals, in turn, will be foundational in the realisation
of the proposed capabilities during the Acquisition and
In-service Phases, and consequently enabling the ADF
to become a networked and integrated force that
is interoperable with itself, whole of Government
and allies.
The Defence NCW Compliance Framework (DNCF)
seeks to provide specific guidelines, processes,
techniques and tools for the NCWPO to manage the
NCW compliance of ADF capability projects from their
inception (entry into the DCP), through both first and
second-pass approval and, subsequently, providing
broad guidance for acquisition, entry into service and
through-life support with a view to the ADF being able
to effectively undertake net-centric operations.
Key Issues
There are a number of issues that are being addressed
as part of the Australian NCW integration activities.
These initiatives include providing project-specific
guidance on cross-project NCW integration, mapping
a C4I ‘Battlespace’ architecture, continuing the
evolution and implementation of the DNCF as part
of the Capability Development process, and working
with Chief Information Officer Group on provision of
Standards Management System to support timesynchronised standards.
Conclusion
The Chief of CDE (CCDE) has been mandated by the
Defence Committee to be responsible for ensuring
that the ADF develops a comprehensive networkcentric force.
CCDE’s NCW Integration goal is to ensure that
ADF capabilities have a high level of connectiveness
to ensure they can be effective in Joint and Combined
operations. As a result, the NCWPO has been
established with the responsibility for key integration
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activities that support that goal. Additional
responsibilities of the NCW Program Office include
functioning as a “one-stop-shop” for advice to desk
officers and projects on architectures, standards and
tools is a key initiative in supporting the integration
activities.

Contacts
Gary Moran
Co-chair Defence - IDL Soc AS/NZ Chapter

To support capability staff in the development of
NCW-compliant capability proposals, the NCWPO has
established the DNCF. The underpinning foundation
of the DNCF is its NCW compliance assessment
criteria including its content, sequence, rationale,
and application that enforce the need for proposed
capabilities to develop logical architectures.
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The lack of detailed requirements needed to design
the future integrated force and the uneven exposure
to building and operating in a networked environment
are key issues in supporting the development of an
integrated capability.
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The NCWPO key activities over the immediate period
to support the integration of capability include the
development of the ADF’s NCW Integration Plan
to provide project-specific guidance, continued
evolution and implemention of the NCW DNCF as part
of the Capability Development process, and the design
of time-synchronised architectures for a Networked
ADF in the 2015 epoch.
Article prepared by:

Jock McManus
Co-chair Industry- IDL Soc AS/NZ Chapter
61 2 6267 0218
61 412 218 556
jock.mcmanus@saabsystems.com.au

Carmen O’Keefe
Secretariat - IDL Soc AS/NZ Chapter
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61 2 6266 0849
61 405 623 292
carmen.okeefe@defence.gov.au

Georgia Miles
Newsletter Editor - IDL Soc AS/NZ Chapter
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Mr G.E. King
Operations manager
NCW Program Office

61 2 6266 0734
61 410 610 238
gary.moran@defence.gov.au

61 2 6127 0424
61 423 289 123
georgia.miles@gmail.com

Article cleared by:
Mr C. R. Jacobs
Team Leader Integration + Future Technologies
NCW Program Office
End notes:
i Enabling Future Warfighting – Network Centric

Warfare, ADDP-D3.1, Australian Department of
Defence, 2004.
ii The Australian Government Department of Defence

NCW Roadmap 2005
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Disclaimer: The articles contained within
this newsletter represent the views and
opinions of the individual authors and
not the views of the ADF and the
Australian Industry as a whole.
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