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IDLS2021 Online Update

IDLS2021 Website Updated
We are delighted to announce the IDLS2021 Online event
webpage has been updated.
The event is free to all members of the International Data Links
Society, you simply need to register.
The event will run during the week that the face-to-face IDLS2021
was scheduled to take place, from the 1st - 5th of November 2021.
This will be a virtual event made up of different elements from the
live event. It will not be a complete recreation.
Along with the event timetable, show below, updates include
details regarding the Online Demonstration, venue and dates,
registration and registration fee and the Training Day.
If you would like to take part in the Demonstration, please
download and complete the form available on the IDLS2021
website.

IDLS2021 Online Event Timetable
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IDLS2021 Online Update
IDLS2021 Online Training Sessions

IDLS2021 Online Training Timetable

At this year’s online event we
will be expanding our training
sessions.
Each session is planned to last
for three to four hours, and the
entire session is set to run from
8am to 10pm GMT.
There are currently three
sessions, to be run by Atheniem,
Leidos and Curtiss-Wright.
In this issue we highlight
Atheniem and take a look at
their training session.

A Short Introduction to Link 22
Link 22 has arrived and is operationally deployed, with the first
nations now using Link 22 and gaining experience with this
new Tactical Data Link.
In this 2 x 90min training session, we will provide an overview
of the current status of Link 22 worldwide, give an
introduction to the procurement process of Link 22 and
explain the fundamental principles of the system and the
associated equipment. After these sessions, the participants
will fully understand in which direction Link 22 is heading and
how it can satisfy many Beyond Line of Sight (BLOS)
capability gaps.
■
■
■
■

Status of Link 22 and current users
Link 22 International Organisation and the complexity of
international cooperation (inc. ITAR)
Link 22 Equipment
□ What does a NILE Equipment Suite look like?
Link 22 Features
□ LOS and BLOS communication
□ Dynamic Network Adjustments
□ Security
□ Late Network Entry

This training provides a starting point for newcomers in the
area of Link 22 and will be enriched by the practical examples
given by the instructors (Kai Thurner and Mark Johnson), who
have both experience in Link 22 project support, such as
CONOPS development, Requirements Capture, System
Reviews and Testing over many years.
Technically but also operationally, Link 22 will bring many
changes to the TDL game and provide the operator with new
capabilities to share their platform information. Typically, this
will be accompanied by new and old challenges. This training
will throw some light onto how to start to understand those
challenges.

1-5 NOVEMBER
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The Atheniem team are looking forward to sharing their
experience with you at IDLS2021.
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IDLS2021 Online Sponsorship
New features available in this year’s sponsorship
packages are:

Links to your website or virtual stand
Many companies have invested in virtual stands, which are
accessed via a URL. If you have a virtual stand, we will be happy
to link to that stand and highlight the fact it is there and how to
access it. Alternatively, we can include a link to your website.

The 25 minute marketing slot
The 25 minute marketing slot is available either prior to or post
the IDLS2021 event.

When does our information appear?

This year the Society is putting together a series of one hour
sessions set to take place in different time zones for our
members.
■
■
■
■

The sponsor showcase area of the IDLS2021 website will go live
shortly after we have confirmed the sponsors, and they have
supplied us with content.

You can choose your time zone
You can choose your topic
We will market the event to our members
If the event is recorded, we will add the recording to
your sponsorship area on the website

Members will be advised via the newsletter of updates to the site
and sponsors.
If you are interested being a sponsor at IDLS2021 please email
events@idlsocweb.org.

IDLS2021 Featured Sponsor
Since 2004, NCS has delivered industry-leading software and
training to the TDL community. Never satisfied with the status
quo, we continuously look look for innovative ways to improve
everything we do. We have trained thousands of operators,
technical, and management staff to every level from basic, to
expert, to certified technical systems operators. We have
designed and developed nearly a dozen operational TDL
software applications. Our user-friendly / operator-intuitive
software is used by forces around the world in a variety of
tactical applications. Although widely used as standalone
applications, our software is specifically engineered for easy
integration into other systems in order to enhance existing
programs that lack our unique functionality.
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IDLS2021 Sponsors
We would like to thank the following companies who have already signed up to
exhibit at IDLS2021.

Silver

Bronze
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Data Exchange Sessions
Co-Operative Electronic Support
Measure Operations: The Game
Changer - A Data Exchange Session

THE

DATA
EXCHANGE

On the 14th of July, Marco
Mehling, from Airbus presented
The Game Changer; an overview
of the CESMO programme.
Marco started his presentation
by explaining why CESMO was
conceived. Traditionally, if a
threat was detected, usually
found by single sensor
geolocation methods, a
significant amount of time was
needed to travel sufficient
distance to get to the position
fixed of where the threat was but
by that point the threat had
moved on and no-one was able to
get a fix on where the threat
system was. Everybody knew the
threat was there, they knew what
it was but they were not able to
get a fixed location. The idea for CESMO grew out of the
realisation that there were many assets from local forces
and those within other countries that knew where the
threat was and what it was. Why not use the old technique
of multiship triangulation to find the position? The
aspiration was to achieve a near real time position fix of
threat emitters, to include those with only short radiation
times and low probability of intercept.

The Data Exchange Sessions are a series of one
hour long presentations and discussions around key
issues in the Data Links Community.

COMING SOON
We are pleased to announce the upcoming Data
Exchange Sessions scheduled for September

The Leidos Capability Slot
8th September 2021 16:00 BST

To do this requires collation of sensor data from all assets,
essentially a multi-asset/multi-sensor geolocation system.
The aim was to be able to get the information needed from
all nations, all military branches, land-based, sea-based,
airborne, etc. Wherever or whatever you are, you can have
your place in the network and are able to share the needed
assets.

VMF, Cursor On Target- Brian Bass, Peter Ellis
22nd September 2021 16:00 BST

To make this work, to enable this sharing of information,
means there needs to be Standardised Message Sets
because, often, all branches used different units of
measurements and Marco detailed how this was achieved.
He went on to talk about the characteristics of a CESMO
network, and described the reasoning and benefits of
choosing the characteristics that were presented, such as
using IP networks and the ability to have minimal
hardware requirements.

Booking for these events will soon be made
available via the IDLSoc Events calendar.

Marco also discussed the Supported Operations, Special
Use Cases, the composition of a CESMO Network, the
Concept of Operations and much more.
The presentation served as a detailed and comprehensive
look at CESMO.
We would like to thank all participants and attendees and
look forward to the next Data Exchange session in
September.

If there is a topic you would like to see covered in these
sessions please contact events@idlsocweb.org

The CESMO guide is available from the IDLSoc website.
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DATA
Data Download is an ongoing feature where we put the same set of six
questions to the movers and the shakers in the Data Links field.
In this installment we talk to Graham Priestnall who has been involved with the
IDLSoc since 2004 and is Industry Co-Chair of the Australian/New Zealand
Chapter.

“ In non-warlike situations the roles of interoperability in
promoting safety may be more important that force
multiplication. ”
Graham Priestnall

Please Introduce yourself

What led you into working with Data Links?

Hello, I am Graham Priestnall, also known by the nickname Rocky.
I have the privilege of serving as the Industry Co-Chair of the
Australian/New Zealand (AUS/NZ) Chapter of the IDLSoc. I have
been a member since 2004 and served on AUS/NZ Committee for
over ten years. I believe that the Society is exceptional, perhaps
unique, in providing an industry, government and academic
network of international professionals who work together for the
betterment of the Data Link community.

My first industry job was with the then ADI Limited, now Thales,
working on the upgraded Adelaide Class fast frigate guided
missile (FFG), Australian Distributed Architecture Combat System
(ADACS). I held two roles on this project, the first as the Naval
Operations Advisor and the second as the Test Manager. The
ADACS Project included the first implementation of Link 16 into a
RAN surface ship while maintaining the Link 11 capability. This
‘cutting edge’ project rekindled my interest in Data Links, which
was maintained throughout my later BD roles at Thales. I later
had the opportunity to work for John Hartas at SyntheSys
Systems and gained a wider appreciation of Data Links,
particularly VMF in the Land domain.

My background is in Defence, including serving in the Australian
Defence Force (ADF) and holding a number of roles in the defence
industry with both large companies and small medium
enterprises. I joined the Royal Australian Navy (RAN) before my
sixteenth birthday and served for 27 years, transferring to the
reserves (RANR) in 1999. I served in the RAN as an EW sailor for
15 years before commissioning and serving as an officer,
specialising in surface warfare and communications.

What was your first experience of a Data Link?
In 1981, I was a Petty Officer posted to the USA as a member of
the commissioning crew of HMAS Adelaide, the first Australian
FFG, which was hull 17 of the Oliver Hazard Perry class FFGs.
Although the RAN had had Link 11 fitted ships since the mid1970s, this was the first time I had seen Data Links in action and

In my defence industry career I have held several business
development, consultant and project management roles focused
on naval combat systems, sensors and Data Links. These roles
enabled me to leverage my RAN operational service to assist in
delivering and sustaining capability solutions to support
warfighters.

it was an ‘eye opening’ experience. I commissioned HMAS
Adelaide and served in her for three years including an Indian
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Data Download
Ocean deployment and a Southeast-Asian deployment during
which we operated as part of a USN battlegroup. Nearly, a decade
later I was back in Adelaide as a Principal Warfare Officer (PWO)
when we deployed to RIMPAC 92.

What advice would you give to someone entering the
Data Links Field?
My first piece of advice to anyone entering the Data Link field is to
gain a strong technical understanding of your system. Most
engineers and technicians will have, or learn this quickly, as its
part of their job. However, many operators or users of the Data
Link provided information, will benefit from a technical
understanding of the system. In the first instance it will provide
them with an understanding of how the data they receive is
processed and delivered for use in the decision-making process.

What is it about Data Links that you find so compelling?
The most compelling aspects of Data Links is the force multiplier
effect that they provide the warfighter. I have witnessed it many
times in both exercises and operations. For example, a surface
ship operating with air assets and Data Link connectivity can
provide far more presence and lethality in the theatre of
operations than its platform capabilities. On several occasions I
have seen ships, which were seemingly ‘outgunned’ win
encounters due to the force multiplier effect of Data Links.

Secondly, it will enable them to more quickly recognise if the data
they receive is ‘not quite right’ and to investigate further. My
advice to engineers or technicians working on Data Links is to
gain an understanding of the operational use of the information
delivered by the Data Link.

The second most compelling aspect and one which enables the
force multiplier effect is interoperability. Data Links enable
interoperability within a country’s own forces and those of their
coalition partners, or allies. Interoperability enhances capability
and importantly supports safety between coalition forces and
allies. In non-warlike situations the roles of interoperability in
promoting safety may be more important than force
multiplication.

Finally, Data Links may not use the latest technology and
therefore not be considered ‘cool’ but they play a very important
role in supporting the warfighter in conflict and keeping them safe
in peace.

We like to thank Graham Preistnall for his
contribution to this series of articles.

What are the challenges facing Data Links today?

In case you missed them, these are the movers
and shakers who have spoken so far.

The two main challenges confronting the effective use of Data
Links today are the significant increase in data availability and the
uneven implementation Data Link upgrades. As LtCdr (Retd) Roy
Johansson stated in the May 21 edition of this newsletter, the
increasing availability of data creates a data dependency in the
operator’s decision-making process and we must ensure that the
‘right’ data is received by the operator when needed. It is essential
that the algorithms managing the data are optimised for this
delivery.

In the April 2021 issue, LtCol Volker
Schaaf spoke about how he never
expected Data Links to play such a large
part in his life.
In the May issue, LtrCdr (Retd) Roy
Johansson talked about the need to
ensure that essential, vital data and
information reaches our warfighters
directly, and is not queued or rejected in
the network or the system.

The second challenge relates to implementation of major Data
Link upgrades. Nations determine the need to upgrade their Data
Link capability based on their; strategic and operational
circumstances, a threat assessment of the current capability, and
resources and competing priorities. These decisions should also
be balanced against the impact of implementing an upgrade
which may significantly reduce interoperability with coalition
partners and allies. This may occur when the partners and allies
do not upgrade their Data Links in line with the schedule of the

And in the previous issue, Heather Mohr
of Northrop Grumman spoke about
knowing that a small part of what she
does every day is contributing to a line
of communication that will save a life.
The articles are a fascinating insight in the the
world of Data Links

lead implementation.
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Corporate News
Northrop Grumman’s gateway systems and secure processing capabilities
uniquely positioned to make JADC2 Data Tankers a reality
The Air Force is
talking about a new
mission set for
tanker and cargo
aircraft—make the
tankers flying
communication nodes. The new mission set concept, known as
the Data Tanker, uses existing aircraft, operating refueling
missions, to not only share fuel but also collect and transmit
data over high capacity data links and, via high speed
processors, share information with warfighters at the tactical
edge.
The data tanker effort is part of a broader U.S. DoD initiative to
connect and integrate shooters, sensors and platforms across
all domains and branches of the military to advance the speed of
information sharing and decision making – also known as Joint
All Domain Command and Control (JADC2).
Northrop Grumman’s Gateway Systems Provide Data Tanker
Capabilities Today
Northrop Grumman’s gateway systems have an extensive track
record of helping interconnect branches of the military via
airborne and tanker platforms. Through multiple DoD programs,
Northrop Grumman’s gateway offerings provide a “Wi-Fi in the
sky” capability for a range of missions relying on advanced data
translation and communications capabilities. The company’s
gateway offerings are also well positioned to provide access to
layers of information in JADC2 environments.
The KC-135 for example, a current DoD tanker platform, carries
Northrop Grumman’s current gateway systems to provide
advanced, open and secure datalink capabilities to warfighters
who otherwise would not be able to access communications or
translate mission data across branches of the military.
Earlier this year, North American Aerospace Defense Command
(NORAD) conducted an Arctic air defence exercise that featured
Northrop Grumman’s gateway capabilities on both KC-135 and
KC-46 aircraft. Northrop Grumman’s gateway solutions provided
a communication system designed to deliver range extension to
warfighters for links like Multifunctional Information Distribution
System, Situation Awareness Data Link and other beyond-line-ofsight communications. This produces a single integrated
situational awareness picture of the position of friendly assets
and potential threats. The successful exercise demonstrated
Northrop Grumman’s ability to easily integrate its gateway
offerings and deliver advanced data link capabilities to support
multiple DoD tanker platforms.

Secure Processing
Currently, sensor information from a variety of platforms is sent
from a disadvantaged user (low connectivity location) back to a
processor that could be hundreds of miles away. This creates
time delays and security concerns.
The Data Tanker can reduce vulnerabilities and delays by
securely processing the data directly at the tactical edge,
advancing the speed of decision making and overcoming the
lack of bandwidth and connectivity our warfighters currently
experience. Northrop Grumman solutions include cyber
survivability, built into the coding of the datalinks, software and
hardware, designed to keep the system secure and protected
from attacks.

As the DoD looks to evolve data tanker capabilities, Northrop
Grumman’s leading gateway innovation is uniquely positioned to
support this effort. The company is currently developing rapidly
deployable, and affordable, low size, weight and power gateway
systems which are designed to enable communications, and
cross-domain translations, between multiple beyond line-of-sight
and line-of-sight voice and data networks—including 5th to 4th
generation capabilities. These systems include multi-level
security and advanced functions such as cloud computing,
machine learning, artificial intelligence, next generation datalinks
and the use of third-party software and sensor solutions.

Northrop Grumman is also partnering with leading advanced
processing industry companies to develop additional future Data
Tanker and gateway system efforts to further enable the JADC2
vision across all domains.
Advanced and secure networking will allow for faster and more
resilient information flow between data tankers and other
warfighting platforms. This flow will direct the right data to the
right operator, at the right time, providing information overmatch
and decision superiority.

One of Northrop Grumman’s enhanced gateway systems that is
well suited to support the data tanker effort will provide the
insight needed to understand the health of the network and
automatically self-form and self-heal in both contested and noncontested environments. A key capability to this enhanced
gateway system is our secure processing capabilities.
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IDLS2022
Save the date

IDLSoc Membership

Halifax, Nova Scotia
6-10 November 2022.

There are many benefits to becoming a member of the
International Data Links Society, and any data link user,
customer, manager, policy maker, technical adviser, support
agent or supplier are eligible for membership with the Society.
Benefits include:
Access to the only dedicated network for Data
Links professionals providing a great opportunity
to connect with others across the wider Data
Links community.
Access to hundreds of Data Links related documents
and files.
The opportunity to attend Chapter events, and to get
priority booking at IDLSoc events.
Every year IDLSoc holds a Symposium, and as a
member you get a special discounted fee for
attendance.
The current individual one year subscription fee is US$75.00
and you can apply online.
Society staff will vet your application for eligibility and once
approved, you will be sent an ID to login to the website and
pay for your membership.

IDLSoc Newsletter - Content Request
We are looking at publishing more technical articles in the
IDLSoc newsletter.

research, practice and application.
The IDLSoc newsletter readership includes industry, government,
academia and individuals within the data links community, so
please bear this in mind when submitting your proposal.

There is a rich seam of topics within the data links field that we
have not yet covered and would make for interesting and
enlightening articles.

If you have a topic you would to submit, please email your
proposal to editor@idlsocweb.org.

We are interested in articles of around 500 to 1500 words and
based on current issues of interest, including relevant aspects of
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