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DATA
Data Download is an ongoing feature where we put the same set of six questions to
the movers and the shakers in the Data Links field.
In this installment we talk to Heather Mohr, who has been working with TDLs for over
16 years with Northrop Grumman.

“Until you put yourself in the shoes of the operators you will never really
understand how that design translates to the mission ”
Heather Mohr
Please Introduce yourself

What is it about Data Links that you find so
compelling?

Greetings from San Diego, CA! My name is Heather Mohr. As
an US Army Brat, a US Marine Corps spouse, and a US
defense contractor, I’ve spent my entire life involved in the
military in one way or another. For the past twenty plus years
I’ve worked in various government and contractor roles in
aviation and mission systems at NAVAIR (five years), General
Atomics (one year) and Northrop Grumman (sixteen years). I
started my career in Logistics Acquisition then “had my PM
lobotomy” transitioning to Program Management in 2013
supporting various programs to include JSS, BACN, MAF DRC
and TDL Products. When I’m not trying to keep up with the
engineers at work, I spend my time keeping up with my three
daughters in the surf or on the ski slopes and being a tad
fanatical about Alabama football. Roll Tide.

Knowing that a very, very, very small part of what I do every
day is contributing to a line of communication that will save a
life. I’ve worked on TDL programs that were the silent
technology contributor to a CNN headline grabbing rescue
mission and there is no better reward for all the hard work.
Although, the greatest day of my TDL career came when I
was in Afghanistan and I was nervously watching the last
minute of a tied Alabama vs LSU football game in Ops with
the pilots and aircrew. One of the aircrew was late for his
launch and as he ran out the door for the tarmac yelled “text
me (meaning J28.2 (U.S National 3 Air Force message) the
final score on DRC (the system that we’d installed).” I was so
proud…and Bama won the game too.

What led you into working with Data Links?

What are the challenges facing Data Links today?

I essentially just stumbled into TDLs. I was a Psychology
major turned Logistician working at NAVAIR, met and married
a Marine Corps Cobra pilot, moved to SoCal and a year or so
later started working at Northrop Grumman working on a
huge program called JICO Support System (JSS) program in
2005. So I went from aviation acronyms to data link
acronyms overnight and found myself asking my coworkers
“What’s a data link?” 16 years later I know enough to be
dangerous, but still have so much to learn.

We will never solve the interoperability problem across the
board. Outside threats evolve as quickly as the technology
that evades them does…it’s like raking in the wind. It’s too
expensive and takes too long to retrofit legacy platforms and
make new ones that will all communicate seamlessly. So
using TDLs in new and creative ways to bridge those
disparate networks is where we can be most effective. We
can connect practically any military platform across the
globe. How do we use that data to do more? The software
engineers tell me “it just a small matter of programming”, but
I say “…and also a passionate program manager!”

What was your first experience of a Data Link?

What advice would you give to someone entering the
Data Links Field?

One of my responsibilities as the Logistics Lead on the JSS
program was to write the operator manual for the system. So
picture me (per the previous question’s response) navigating
through the depths of a high capability TDL system with zero
TDL experience and trying to document how to use it. It
seemed insurmountable at the time, but a few years later our
team used my 1400-page operator manual to set up an
antenna farm, four generators, 10 transit cases of radios,
terminals and computers and operated practically every
single TDL protocol in a live environment on the beaches of
Camp Pendleton. I must have asked the software engineers a
million times “what’s this do” questions along the way, but we
did it!!

Get out into the field as soon as possible to experience the
real deal. Support a live exercise, visit with customers, deploy
with your system, ask a hundred questions. At your desk, that
FOM (Functional Output Message) is something you coded
per a ICD. In the lab, that JTIDS Unit is just a simulated
“bloop” on the screen that proves the system works as
designed. Until you put yourself in the shoes of the operators
you will never really understand how that design translates to
the mission and how the quality and efficacy of the code you
are writing, the thing you are testing, or the program/product
you are managing can be that very, very, very small part of the
success of a mission.
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Data Exchange Sessions
Applying Artificial Intelligence and
Machine Learning to Network Planning,
Design, Management and LVC - A Data
Exchange Session

THE

DATA
EXCHANGE

On June 2nd, Patrick Pierson and Nick Kropp gave their
‘Applying Artificial Intelligence and Machine Learning to
Network Planning, Design, Management and LVC’
presentation as part of the The Data Exchange sessions.
The goal of this session was to act as a precursor and to
stimulate thoughts, discussions and highlight focus areas
for the TDL-AI panel discussion for IDLS2021Online.

The Data Exchange Sessions are a series of one
hour long presentations and discussions around
key issues in the Data Links Community.

The session began with Patrick discussing how AI is better
able to respond to the continuous reshaping of the
battlespace that occurs during operations, which the
prepared manual network plan may not be able to.

July

An example of this was given, whereby a system detects a
threat but there are no forces available for the mission.
However, a UAV in another area is available for re-tasking
but is on a different network. Patrick then describes how, if
using an AI assisted application, it could access the
current network, provide a limited redesign enabling the
UAV to become part of the network without changing the
original plan. Once the mission is complete, revert back to
the original network plan.

CESMO - Mr Marco Mehling (retired LtCol German Air Force)
CESMO is an interoperability method and
protocol which uses IP (Internet Protocol)
messaging transmitted using existing air-toair and air-to-ground/ground-to-air
communications.

Patrick then went on to discuss other ways that AI can
improve Network Planning, Design, Management and
Analysis and that AI is a tool to assist designers and
technicians, not replace them.

CESMO provides a real-time depiction of the
location of hostile ground-based air
surveillance and fire-control or groundcontrolled interception radars during air
operations.

Though only an introduction, the session covered many
topics such as Data Object Exchange, Network Design,
Legacy and Future TDL process, Stove Pipes Systems,
Wasted Data and Capabilities, and discussing A New Type
of IER.

The ability to determine the exact location of
hostile radars in real time, and to share that information
with other platforms, is crucial.
One of the clever aspects of CESMO is that it is not
needed to devise a new datalink or communications
network to share this information. Any already existing
link which can handle IP data can handle CESMO traffic .

There then followed an interesting and informative Q&A.
Finally, Nick reiterated that this session was a precursor to
the TDL-AI panel to be held at IDLS2021 Online and
welcomed any feedback and comments and mentioned
that if there was enough interest and information this
presentation could be expanded enough to have another
session before the live panel in November.

The key contribution CESMO can make, particularly for the
air battle, is providing real-time details of hostile emitters
active in the theatre of operations.

Nick also put out a request for anyone who would like to
participate in the panel.

The CESMO guide is available from the IDLSoc website.
Booking available through the Events Page.

We would like to thank all participants and attendees, and
look forward to the next Data Exchange session in July.

14 July 2021

If there is a topic you would like to see covered in
these sessions please contact
events@idlsocweb.org

How to attend a Data Exchange Session
■

Register via the Events Calendar on Idlsocweb.org.
Please do not leave this until the day of the meeting.

■

Once you have completed the 2nd registration you will
be sent a link to the meeting.

■

Prior to the meeting, normally two days before, you will
receive an email from the Society asking you to register
on Zoom for the meeting.

■

You will be muted when you enter the meeting, please
remain on mute, unless you wish to enter the debate.
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Data Exchange Sessions
The Data Exchange Session Poll
We put out a poll to the attendees following the recent “Artificial Intelligence and Machine Learning to
Network Planning, Design, Management and LVC” Data Exchange Session. These are the results.

Do you think that because of AI there will be more or less jobs in the future, especially in TDL
business?

39.02%
More Jobs

48.78%

Less Jobs
Stay The Same

12.20%

Big data analysis is growing fast. Will it have a positive effect on TDLs?
12%

84%
Positive Effect

4%

Negative Effect
No Effect

Deep reasoning will support deep learning to enhance AI applications. How will this impact your daily
job routine in the broad field of TDL?
21.43%

71.43%

Positive Impact
Negative Impact
No Impact

7.14%
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IDLS2021 Online Update
IDLS2021 Online Planning
The Technical Committee have now
reviewed the presentations submitted
for consideration for this year’s event
and the presenters have been
informed. As with every year, the aim
of the Technical Committee is for the
presentations to cover a range of
topics and to stimulate debate in the
community.

In addition to these subjects, we have invited some speakers
whose presentations will cover a range of topics including
TDL’s in the land environment, reflections on the ‘general
aspect of information exchange’ and looking back at where
we came from and where technology seems to be heading
from a TDL Expert.
As mentioned in the last newsletter, the panel will be focused
on AI and its impact on TDLs.
Leidos have confirmed that they will be one of the companies
offer a training course on the 1 November, which is likely to
focus on TDL Testing. The plan is for the course to be a
minimum of four hours. More information about this and
other training courses will be released shortly.

Topics being discussed this year include the transition from
LK11 to LK22, the challenges around the growth in Unmanned
Systems and how it impacts TDLs, whether every unmanned
system should have a TDL and how to test and integrate
Mesh Networks.

IDLS2019 Panel Session

IDLS2021 Online Sponsorship
New features available in this year’s sponsorship
packages are:

Links to your website or virtual stand
Many companies have invested in virtual stands, which are
accessed via a URL. If you have a virtual stand, we will be
happy to link to that stand and highlight the fact it is there
and how to access it. Alternatively, we can include a link to
your website.

The 25 minute marketing slot
The 25 minute marketing slot is available either prior to or
post the IDLS2021 event.

When does our information appear?

This year the Society is putting together a series of one hour
sessions set to take place in different time zones for our
members.
■
■
■
■

The sponsor showcase area of the IDLS2021 website will go
live shortly after we have confirmed the sponsors, and they
have supplied us with content.

You can choose your time zone
You can choose your topic
We will market the event to our members
If the event is recorded, we will add the recording to
your sponsorship area on the website

Members will be advised via the newsletter of updates to the
site and sponsors.
If you are interested being a sponsor at IDLS2021 please
email events@idlsocweb.org.

1-5 NOVEMBER
IDLS2021.COM
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IDLS2021 Sponsors
IDLS2021 Featured Sponsor
Northrop Grumman design, develop, build and support some of the
world’s most advanced products from cutting-edged aircraft and next
generation spacecraft to unrivaled cyber security systems and allseeing radars.
Whether it’s making a 200 ton airplane invisible, predicting cyber
attacks before they happen or solving the mysteries of the universe,
wherever the boundaries of possible are being pushed.

We would like to thank the following companies who have already signed up to
exhibit at IDLS2021.

Silver

Bronze
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Timber Sweet News
New Documentary Film Features “Data Link Warriors”
As briefed during last year’s IDLS, there is a new documentary film in the works about tactical data
links. This latest project from producer/director (and retired JICO) Sean Bergesen is titled “Timber
Sweet: The Untold Story of Military Tactical Data Links,” and is expected to begin production this
Summer.
Bergesen points out “The film will of course include a fair bit
of high-tech gadgetry and intense military ops, but mostly it’s
about our “Data Link Warriors” and their accomplishments –
the systems engineers who build the systems, program
managers who get them fielded, data link experts who
manage the networks, and front-line warfighters who use the
data to engage the enemy. Collectively, these people are
steadily pushing back the fog of war with smarts, courage
and extreme resourcefulness, and their story needs to be
told.”

and a lot of work in this area remains to be done. I am
requesting help from IDLSoc members and TDL people
everywhere to get the word out - to build interest and
advocacy, and encourage financial support.

The IDLSoc has agreed to serve as Consulting Producer for
the project, to work with the AirWing Films team to refine the
story, make connections with stakeholders, and build
advocacy and support.

Like tactical data links themselves, “Timber Sweet” is an
international endeavor, and filming will take place across the
US and Canada, the UK, Europe, and the Asia-Pacific Regions,
including during the live IDLS 2022 event in Halifax Nova
Scotia. Release, worldwide distribution, and film festival and
trade show screenings are slated for Summer of 2023.

Target audiences for “Timber Sweet” include the general
public, non-data link people in government, the military, and
the defense industry, and our data link community itself. An
additional target for the film’s messages is the STEM
Education student population. Says Bergesen “…we must
cultivate and attract the next generation of smart, hardworking Data Link Warriors now, so that they can fill our
shoes when the time comes.”

More information is available at timbersweetmovie.com and
you may contact producer/director Sean Bergesen at
airwingfilms@gmail.com or +1 (910) 992-8653.

The “Timber Sweet” narrative will be told by data link people
themselves, as captured during personal interviews, round
table discussions, and job-shadowing. It will include tales of
“…stunning success, daunting challenges overcome, band-aid
workarounds, and the occasional demoralizing meltdown.”
The film is currently in the research and pre-production phase,
and Bergesen reports that fundraising is underway, ongoing,
and all-important. “My most crucial task at present is to
attract enough financial sponsors. Without generous support
from the TDL industry, plus some traditional film grants and a
bit of crowd-sourcing, “Timber Sweet” will have trouble
getting off the ground. The bare-bones budget for a highquality film worthy of our community is in the $150K range,
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Corporate News
Systems showcase 5th-to-5th and 5th-to-4th generation
communications
During the
Northern Edge
2021 joint
exercise,
Northrop
Grumman Corporation (NYSE: NOC) successfully
demonstrated advanced communications and networking
systems technology to connect warfighters in contested
environments.

advanced networking technologies are designed to
interconnect the missions of today and will provide the
functionality needed to support the network-centric
operations of tomorrow.
In addition to Freedom Pod efforts, other variants of
Northrop Grumman’s Freedom Radios, which enhance
situational awareness for a range of manned and unmanned
aircraft, were involved in two platform demonstrations
centered on advanced 5th generation communications.
These demonstrations leveraged the Freedom Radios’ cybersecure, software-defined, multifunction, open architecture
solutions designed to support a wide range of integrated
communications and networking capabilities across multiple
domains.

Validated on three separate platforms, one demonstration
was conducted in partnership with the Air National Guard
and involved the company’s Freedom Pod — a derivative of
the LITENING advanced targeting pod that incorporates a
Freedom Radio and an infrared search-and-track sensor for
passive surveillance and targeting.
“Northrop Grumman’s Freedom Pod provides swappable,
multi-function capabilities to a range of aircraft, including
unmanned, to provide a greater level of sensing and
connectivity for the warfighter,” said James Conroy, vice
president, navigation, targeting and survivability, Northrop
Grumman.

“The Freedom Radio product line enhances situational
awareness for a range of manned and unmanned aircraft—
through 5th generation communications capabilities,” said
Jenna Paukstis, vice president, communications solutions,
Northrop Grumman. "We have the capabilities needed to
connect advanced platforms with functionality necessary to
adapt to emerging all-domain mission demands to help the
DOD realize its vision for JADC2.”

Northrop Grumman’s advanced networking technologies,
including the Freedom Radios and Freedom Pods showcased
at Northern Edge, help warfighters and branches of the
military easily communicate and securely share actionable
information across air, land, sea and space. The company’s

Northrop Grumman has participated in every Northern Edge
exercise over the last decade.

Chapter News
IDLSoc UK Chapter Meeting
The UK Chapter will be holding the AGM and UK Chapter
Meeting on Thursday 9 September between 1230-1700
BST at the Leidos Office in Lincoln. Registration is open
through the UK Chapter page on the IDLSoc Webpage. An
Agenda will follow in due course.
There is an opportunity for a social get together after the
event.
If you would like to attend, please contact the IDLSoc
Chapter Secretary.

NCS to run online Interface
Control Officer Crash Course
NCS will host an Interface
Control Officer (ICO) Crash
Course online on the 18-22
October 2021.
To register your interest, please email Patrick Pierson
(director@network-centric.com).
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Corporate Membership

IDLSoc Membership

We would like to thank CS Group and Scytalys for
renewing their Society corporate memberships.
For more information about becoming a Corporate
Member of IDLSoc please click here.
There are many benefits to becoming a member of the
International Data Links Society, and any data link user,
customer, manager, policy maker, technical adviser,
support agent or supplier are eligible for membership with
the Society.
Benefits include:
Access to the only dedicated network for Data
Links professionals providing a great opportunity
to connect with others across the wider Data
Links community.
Access to hundreds of Data Links related
documents and files.
The opportunity to attend Chapter events, and to
get priority booking at IDLSoc events.
Every year IDLSoc holds a Symposium, and as a
member you get a special discounted fee for
attendance.
The current individual one year subscription fee is
US$75.00 and you can apply online.
Society staff will vet your application for eligibility and
once approved, you will be sent an ID to login to the
website and pay for your membership.

IDLSoc Newsletter - Content Request
We are looking at publishing more technical articles in the
IDLSoc newsletter.

aspects of research, practice and application.

There is a rich seam of topics within the data links field that
we have not yet covered and would make for interesting and
enlightening articles.

The IDLSoc newsletter readership includes industry,
government, academia and individuals within the data links
community, so please bear this in mind when submitting
your proposal.

We are interested in articles of around 500 to 1500 words
and based on current issues of interest, including relevant

If you have a topic you would to submit, please email your
proposal to editor@idlsocweb.org.
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